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Challenge 3: Banking Troubles (difficult)
Submission Template

Submit your solution at http://www.honeynet.org/challenge2010/ by 17:00 EST, Sunday, April 18th 2010. Results will be released on Wednesday, May 5th 2010. 
	Name (required):
	Email (required):

	Country (optional):
	Profession (optional): 

_ Student 

_ Security Professional 


_ Other




	Question 1. List the processes that were running on the victim’s machine. Which process was most likely responsible for the initial exploit? 
	Possible Points: 2pts

	Tools Used:

Awarded Points:

	Answer 1.




	Question 2. List the sockets that were open on the victim’s machine during infection. Are there any suspicious processes that have sockets open?
	Possible Points: 4pts

	Tools Used:

	Answer 2.




	Question 3. List any suspicious URLs that may be in the suspected process’s memory. 
	Possible Points: 2pts

	Tools Used:

	Answer 3.




	Question 4. Are there any other processes that contain URLs that may point to banking troubles? If so, what are these processes and what are the URLs? 
	Possible Points: 4pts

	Tools Used:

	Answer 4.




	Question 5. Were there any files that were able to be extracted from the initial process? How were these files extracted? 
	Possible Points: 6pts

	Tools Used:

	Answer 5.




	Question 6. If there was a file extracted from the initial process, what techniques did it use to perform the exploit?
	Possible Points: 8pts

	Tools Used:

	Answer 6.




	Question 7. List suspicious files that were loaded by any processes on the victim’s machine. From this information, what was a possible payload of the initial exploit be that would be affecting the victim’s bank account?
	Possible Points: 2pts

	Tools Used:

	Answer 7.




	Question 8. If any suspicious files can be extracted from an injected process, do any antivirus products pick up the suspicious executable? What is the general result from antivirus products? 
	Possible Points: 6pts

	Tools Used:

	Answer 8.




	Question 9. Are there any related registry entries associated with the payload? 
	Possible Points: 4pts

	Tools Used:

	Answer 9.




	Question 10. What technique was used in the initial exploit to inject code in to the other processes?
	Possible Points: 6pts

	Tools Used:

	Answer 10.
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